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ABSTRACT

The pandemic has rapidly developed a non-face-to-face environment. However, the sudden transition to a non-face-to-face
environment has led to new security issues in various areas. One of the new security issues is the security threat of
insiders, and the zero trust security model is drawing attention again as a technology to defend against it.. Software Defined
Perimeter (SDP) technology consists of various security factors, of which device validation is a technology that can realize
zerotrust by monitoring insider usage behavior. But the current SDP specification does not provide a technology that can
perform device validation.. Therefore, this paper proposes a device validation technology using SVDD-based abnormal
behavior detection technology through user behavior monitoring in an SDP environment and presents a way to perform the
device validation technology in the SDP environment by conducting performance evaluation.
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Table 1. User Device Behavior Information Profile

Type Variable

Description

Device Type

PC or Laptop

0S

Operating System

Device Information IP Address

Location information of the device

MAC Address

Unique Information of the device

Country Code

The region code where the user action
occurred

Mouse Movement Speed

Mouse Mevement Speed

Mouse Wasteful Movement

Mouse Wasteful Movement

Mouse Direction

Mouse Cursor Direction

Keyboard Typing Speed

Keyboard Typing Speed

User Action Keyboard
Information Duration

Key Down/Up Speed

Keyboard Interval

The Pressing Between Keys

Backspace Count

The Proportion of Backspace Events in
All Key events

ID/PW

User Login Information

Version Information

Agent Version

Agent Information Execution Time

Agent Execution Time

Termintaion Time

Agent Termintaion Time
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Penalty Radius FAR FRR
0.01 0.0865 5% 50%
0.03 0.1041 6% 40%
0.05 0.1066 7% 30%
0.08 0.1163 8% 20%
0.1 0.1156 8% 20%
0.3 0.1173 8% 20%
0.5 0.1203 9% 10%
0.8 0.1201 9% 10%
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Fig. 8. Device Validation Evaluation Result
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